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Disclaimer/Warning

The Kali Guides provided to you by the Cyber
Tech Awareness team are meant for
educational purposes ONLY. 

The tools covered in the Kali Guides can be
used for malicious purposes, but should not
be used as such. 

The CyberTech Awareness team and the
Leahy Center for Digital Forensics and
Cybersecurity is NOT responsible  any
malicious activity conduced with aid from
these Kali Guides. 

Only use this tool on domains, addresses, files
and resources that you have permission to.  



Brief Summary

Wireshark is a tool for
capturing and
analyzing data

packets as observed
on a network.



How to Access Wireshark

Wireshark is an application on your desktop, so you can type in
“Wireshark” in your terminal to access it, or you can click on the
application itself.

This is the Wireshark Window that should pop up!



Running a Capture in Wireshark

When you run a capture in Wireshark you are scanning a
network adapter to see what data and information is being
sent and received. 

Start by selecting the network adapter that you want to
preform the capture on, in this case it will be done on “eth0”. 



Running a Capture in Wireshark

Once you select your adapter, it should automatically start
scanning the network and you should see the screen populate
with data packet information! 

You can stop the capture by
pressing the red square in the top
left corner. 



Running a Capture in Wireshark

If you click on any of the packets, you can see their
information in more detail. 



Running a Capture in Wireshark

At the top of the window you should see all these packet
information fields:

A number is assigned to each captured packet to create a viewable
timeline of the communications captured

Number 

The time that has passed since the capture was started at the time that
the packet was observed, Used to calculate time delta from previous
captured or displayed frames. The time it took for each packet to go
through as well as arrival time can be viewed for each individual packet.

Time 

Displays the IP address that each packet is coming from. To view this as
the domain name, go to Edit > Preferences > Name Resolution > check
off “Resolve network (IP) addresses”

Source 

Displays the IP address that each packet is being sent to. 
Destination

Displays the protocol (or type of packet) that is found within the packet
signature. This is important information for filtering the packets.

Protocol

Displays the size (in bytes) of the captured frame of the packet. For the
length of the entire packet, go to Statistics > Packet Lengths

Length

General information about the packet contents, which varies on the type
of packet. On an unencrypted network this may include the data within
the packets.

Info



Additional Resources: 

Kali Linux Wireshark Official Webpage:
https://www.kali.org/tools/wireshark/

How to Use Wireshark: Comprehensive Tutorial +
Tips:
https://www.varonis.com/blog/how-to-use-wireshark

What Is Wireshark and How Is It Used?
https://www.comptia.org/content/articles/what-is-
wireshark-and-how-to-use-it

How to Use Wireshark: A Complete Tutorial:
https://www.lifewire.com/wireshark-tutorial-
4143298

Learn Wireshark – Computer Networking Tutorial: 
https://www.freecodecamp.org/news/learn-
wireshark-computer-networking/


