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Disclaimer/Warning

The Kali Guides provided to you by the Cyber
Tech Awareness team are meant for
educational purposes ONLY.

The tools covered in the Kali Guides can be
used for malicious purposes, but should not
be used as such.

The CyberTech Awareness team and the
Leahy Center for Digital Forensics and
Cybersecurity is NOT responsible any
malicious activity conduced with aid from
these Kali Guides.

Only use this tool on domains, addresses, files
and resources that you have permission to.




Brief Summary




Helpful Vocabulary

Penetration Testing:

e A form of ethical hacking where a hacker tests a
system’s security by simulating an attack, finding the
vulnerabilities and exploits that could harm the
system, but without causing any damage and then
documenting and reporting the findings.

Network Protocol:
e A universal language for communication between
different devices. Each protocol has a set of rules that

regulates communications and/or data processing
across networks.

HTTP request:
e A network protocol made by a client that is delivered
to a server to access a resource on the server. HTTP

requests are deployed when accessing content (text,
images, video) on the web!




How to Access Burpsuite

Burpsuite is an application on your desktop, so you can type in
“burpsuite” in your terminal to access it, or you can click on the

application itself.

Q burpsuite]

Getting started with Burp Suite guided video tour

Burp Suite video tutorials

Burp Suite Support Center

This is the burpsuite window that should pop up!




Example 1: Proxy HTTP Request Intercept and Alteration
® @

Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comparer Legger Organizer Extensions

HTTP history WebSockets history Proxy settings

[} Request to https://www.google.com:443 [142.251.35.164]

GET /searchigegooglebogegooglebgs_lcrpsEgZ)aHlvbWUyBggAEELYOdIBBzYzNaowa) eo AgCwAgALsourceidschronebiesUTF-8 HTTP/1.1
Host : www.google.com

Sec-Ch-Ua: “"Chromium®;v="117", “Not;A=Brand”;v="8
1 Sec-Ch-Ua-Mobile: 7

Sec-Ch-Ua-Platform: "Linux”

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/S5.0 (Windows NT 10.0; Win64: x6. 537.36 (KHTML. like Gecko)l Chrome/117.0.5938.132 Sa
Accept

text /himl,application/xhtel +xml,application/x image/ay 1mage/webp ., image/apng, ¥ /¥ quD. 8, application/signed-exchang
¥-Client -Data: CNzzygE=

Sec-Fetch-Si1te: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

1 Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;gqgu0.9

Connsction. clos

Request to _
e Specifies the HTTP request being intercepted

Forward
e Each time this button is pressed, information is saved about the
intercepted request that will then appear under the “HTTP history’
tab to be viewed

)

Interceptis on
e Pauses the request on the client’s side until turned off

Raw data
e Displays many details about the intercepted request: host, user-
agent, etc




Example 1: Proxy HTTP Request Intercept and Alteration

| <your name here>

MName

hello the
Comment =Ho e

Dashboard Target Intruder Repeater

Decoder Comparer Logger Organizer Extensions

This image shows the request
that is being intercepted- to
post a comment that reads
“hello there”.

Collaborator Sequencer {&} Settings

Learn

HTTP history WebSockets history {6} Proxy settings

,{}Q Request to http://testphp.vulnweb.com:80 [44.228.249.3]

Forward Drop Action Openbr...

Raw Hex E? W =
1 POST /fcomment.php HTTP/1.1
< ROST: TESTphp . vulnweb.com
3 Content -Length: 99
i Cache-Control: max-age=0
5 Upgrade-Insecure-Requests: 1
6 Origin: http://testphp.vulnweb.com
’ Content-Type: application/x-www-form-urlencoded
B8 User-Agent: Mozilla/5.0 (Windows NT 10.0:; Wingd;
®64) AppleWebkit/537.36 (KHTML, like Gecko)
Chrome/117.0.5938.132 Safari/537.36
S Accept:
text/html,application/xhtml +xml ,application/xml ;q=0
.9,image/avif,image /webp, image/apng, */*;q=0.8, appli
cation/signed-exchange;v=b3;q=0,7
0 Referer:
http://testphp. vulnweb. com/comment . php?aid=2
11 Accept-Encoding: gzip. deflate, br
12 Accept-Language: en-US,en;q=0.9
Connection: close

15 name=%3Cyour+name+here%3E&comment=hello+there&
Submit=Submit &phpaction=
echo -'.gd_pﬂg'r'.',;ﬁ:;ommenf'.',;D'. iz

QR IEIIE, 0 highlights

W HrTPA (2)
Inspector = & X
<

Path
Value

fcomment . php

Decodedfrom:  URL pathencoding v ®

/comment . php

The second image is the intercepted request, where the user can not only
see the intercepted request but can type directly into the box to change the
request as they wish.




Example 1: Proxy HTTP Request Intercept and Alteration
® @

Burp Project Intruder Repeater View Help
Dashboard Target Intruder Repeater Collaborator Sequencer 2} Settings
Decoder Comparer Logger Organizer Extensions Learn

HTTP history ‘WebSockets history Prooy settings

.'-5 Request to httpo//testphp.vulmaeb.com:B0 [44.228 249 3]
Forward Drop Action Open br. - HTTRM

Raw L @ n = Inspector

1 GET fuserinfo.php HTTP/1.1

2 Host: testphp.vulnweb.com ¢
Content -Length: 59

| Cache-Control: max-ages0

Upgrade-Insecure-Requests: 1 Path
Origin: http://testphp.vulnweb.com
Content -Type: application/x-www-form-urlencoded Value
User-Agent: Mozilla/5.0 (Windows NT 10.0: Wingd;
¥64) AppleWehKit/537.36 (KHTML, like Gecko) fuserinfo.php
Chrome/117.0,.5938,132 Safari/S537.36
Accept
text /html, application/xhtal+xml, application/xml ; q=0
9, image/avif, image/webp, inage/apng, */*: g=0.8, appli
cation/signed-exchange;v=b3;q=0.7
Referer: fuserinfo.php
http://testphp. vul nweb . con/comment . php Taid=2

11 Accept-Encoding: gzip, deflate, br

2 Accept-Language: en-US,en;qgud.9

3 Connection: close

Decodedfrom: URL pathencoding ~

name=%3Cyour+name+here%3E&comment=goodbye w««.aha"‘na]i-
Submit=5Subnitéphpacticn=
echo+idd_PUSTRoocomment s o0s 30

0 highlights

This third image is the alterations that the user made to the request to make
the commend read “goodbye mwahaha” and to redirect the user to a page that
will not actually post the comment.




Example 2: Burpsuite Intruder

Payload settings
e Includes the list of usernames being tested. Can also be set up to
scan for passwords.

Results
e What a hacker may be looking at is the Length column which shows
the response time from a server. If there is an abnormal response
time, it likely means that the server processed it differently than the
other inputs

Request
e A further inspection of a specific request after a specific username

input




Additional Resources:

Kali Linux Burpsuite Official Webpage:
https://www.kali.org/tools/burpsuite/

Burp Suite documentation:
https://portswigger.net/burp/documentation

Getting started with Burp Suite:
https://portswigger.net/burp/documentation/desktop
/getting-started

Burp Suite Training:
https://portswigger.net/training

Burp Suite Guide:
https://burpsuite.guide/




